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You may-not realize it, but you are a target for cyber criminals. Your computer,.your mobile-devices, your.accounts-and

information have tremendous value. Cyber fraudsters can pose a serious threat to our-data-and security. Let-us discuss
dangers caused, once a hacker takes over your account or device
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Cyber criminals can install programs
that can capture keystrokes including
your usernames & passwords. This may a

be used to login to your online I D E N T I TY

accounts HIJACKING
EMAIL &‘4

(‘) L Cyber criminals can steal your
online identity to commit fraud or
sell your identity to others
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Cyber criminals can read your email
for information they can sell to others, — )
such as :- all the names, email address

and phone numbers in your contact
list, details from your personal and
work email, etc.
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Cyber criminals can turn your

computer into a web server, which
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they can use for hosting phishing
@ L websites, hosting attacking tools
or distributing pirated videos, etc.
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Cyber criminals can copy and
steal any virtual goods in your @
possession, and sell themto &

others, such as any software N
licenses, operating system 9 I: I N Q N C I Q I_
Cyber criminals can scan your

licenses, etc. %‘:
system looking for valuable

information such as credit card/
@ debit card details, your financial
account details, etc.
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Your computer can be
cormectedpto N _ //C_.) Cyber criminals can take over
TR o e RS \ your accounts/ devices and
> _— demand money. They do this
controlled by cyber criminals. taking over device camera
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This network, called botnet N
can be used for cyber crime SSest 'encryp ng a8 a.on
device and demanding

activities such as launching tfor d T
spam mails, DDoS attacks, etc. paymen or ecry.p ne 1tor
tracking browser history and

threatening to publish it, etc.
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By adopting some simple cyber security tips as below, you can stay safe from such cyber threats: ,f:_::\‘
» Do not share sensitive details with anyone .,J/I.f*"*;::
« Do not click on anonymous links in email, SMS, instant messaging apps, etc. x,ﬁ ”Jfij}ﬂ;‘:
o Regularly update Operating System and other software e . f/;;f/" g

. ::f--w"”'_;”f/’{/" o f’:
» Use unique and strong passwords S
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